
SMART SECURITY: 
HOW SAFE IS IT REALLY?
Protecting our homes is an important matter, but is the new 
wave of digital technology as low-risk as it makes out to be? 
Yvette Murrell investigates

I’m sure you’ll agree when I say 
the amount of scaremongering 
in the news these days is, well, 
pretty overwhelming. It seems 

every time I switch on the television 
or check my phone there are reports 
about something else we should be 
worrying over. But the last thing I  
expected to be concerned about is  
the latest smart security technology 
– the new age of advanced cameras, 
locks, and alarm systems designed  
to protect and keep our homes safe.

It’s fairly easy to understand in 
a physical sense: windows should 
be firmly closed, doors locked, and 
it is wise to have an alarm system 
to prevent break-ins. These days 
we also have to stop people getting 
in digitally. But despite smart 
home security’s aim to provide 
the same level of protection (if not 
better), it can leave us vulnerable to 
virtual attacks that are not quite as 
straightforward as burglaries.

Buzzwords including hacking and 
cyber attacks are thrown around, 
along with questions such as “can 
hackers get into my surveillance 
camera and spy on me?” and “are we 
being listened in on?”. It’s no wonder 
some of us resist this technology 
before even looking into it properly. 

Is it all as worrying as it sounds? The 
good news is that by taking the right 
precautions, it doesn’t have to be. 
Yes, hackers are out there and crimes 
happen, but on closer inspection, the 
risk of a breach into devices designed 
to secure your home usually lies with 
an existing item – your Wifi router.

Most smart home security systems 
use the same level of encryption as 
top banks – where your personal 
information is stored in such a way 
that it would be unintelligible to 
unauthorised parties, meaning they 
won’t be able to get your smart lock’s 
access codes, for example. Always 
protect your Wifi router with a 
password, at the very least. “We 
advise you not to include your birth 
dates, simple words, or publicly 
retrievable information in the 

your laptop to reduce the risk of 
hackers being able to get sensitive 
information such as key codes. 

Brands such as Swann and Yale, 
have been in the home security game 
for decades and are now moving 
into smart solutions, offering locks, 
cameras, and alarms which can be 
controlled via a secure single-point-
of-access app on your phone or tablet 
– for good reason, as a report by 
IHS Technology forecasts sales will 
rise by 45.2% this year, compared to 
12.2% for non-smart security devices. 

The intention of smart home 
security products is always to help 
protect us – brands don’t want 
breaches to occur any more than we 
do. But we can help ourselves, too, 
and save some worry. After all, it is 
better to be safe than sorry. 

“On closer 
inspection,  
the risk of a 
breach usually 
lies with an 
existing item – 
your Wifi router.”

password,” says Simon Buckingham, 
brand and marketing manager at 
smart home security company Ezviz. 
“Make sure it has a minimum of eight 
characters with a mix of numbers, 
symbols, and upper and lowercase 
letters.” Beyond this, anti-virus and 
malware solutions such as TP-Link’s 
HomeCare can add another layer of 
protection. They have been designed 
specifically for a whole host of smart 
home devices such as lightbulbs, 
cameras, home hubs, and TVs. 

If you use security products 
compatible with Google’s Assistant 
or Amazon’s Alexa, only download 
apps or skills from the official stores 
– third-party installation could 
compromise your data. It’s also wise 
to have your systems operate on 
a separate router to, for example, 

1 Yale’s keyless connected 
smart door lock, from 
£99.98, works with a pin 
code, key card or tag, 
remote fob ,or even your 
smartphone. 2 and 3 
Swann’s smart floodlight 
security system, from 
£199.99, features cameras 
with two-way voice alerts, 
alarms, records HD video, 
and can be connected  
to your smartphone or 
smart home hub. 
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